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Compilation and Publication Notice

This manual is covering the latest product descriptions and specifications.

It is our policy to constantly improve the design and specifications.
Accordingly, the details represented herein cannot be regarded as final
and binding. The contents of this manual and the specifications of this
product are subject to change without notice.

NextVision reserves the right to make changes without notice in the
specifications and materials contained herein and shall not be responsible
for any damages (including consequential) caused by reliance on the
materials presented, including but not limited to typographical and other
errors relating to the publication.

For Further information please contact
NextVision Stabilized Systems Ltd.
info@nextvision-sys.com
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1. Introduction

The following document is the recording & snapshot data protection user manual for

the TRIP5 and TRIP6 systems.
The document will explain how to enable and use encryption for the local recording

and snapshot that the system generates.
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2. Recording and Snapshot Data Protection

The TRIP-5 system is able to encrypt the local recording and snapshots that it
generates during its normal operation, the encrypted data will be stored in the
SD Card.

The TRIP-5 system uses RSA4096 in order to encrypt a AES256 key that will be used
for the encryption/decryption.

In order to make things as secure as possible the following method is used:

1. The user will use Win640penSSL in order to generate a key pair using
RSA4096

2. The generated public key will be copied to the root directory of the SD Card
that is inserted in to the TRIP device.

3. Using the TRIP website encryption must be enabled.

4. The TRIP will generate its own unique key and will use it to encrypt the
recordings and snapshots, the encryption method is AES256-CBC.

5. The TRIP will encrypt the unique key using the public key that was copied to
the SD Card and will save it to a file.

6. The user will decrypt the encryption key using the private key.

7. With the encryption key the TRIP Decryption tool will be used to decrypt the
data.

The next parts explain in detail how to implement the steps from the above list
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2.1. Generate an RSA4096 Keypair

Download and Install Win640OpenSSL-1 1 1q from the following link:
https://slproweb.com/download/Win640penSSL-1_1_1g.msi

Once installed open the Win640penSSL command prompt

Al Apps Documents Web  More v A X
Best match
Win64 CpenSSL Command
Prompt
App
Apps Win64 OpenSSL Command Prompt
App
7 Win640penSSL-1_1_1q.msi >
[A FileZilla_3.60.2_winb4-setup.exe > .
= Open
FileZilla_3.60.1_win64-setup. >
B Filezilla — SELUp.exe o} Open file location
Search the web 1 pinto Start
P win64 - see web results >
P winé4 download >
2 win64 disk imager >
p win64 openssl >
Folders
+ iperf-3.1.3-win64 >
win64 >
Documents
Page 6| e N
==|/me64| |n C & ® @ 4 @ @ o

The following window will open:

X Winb4 OpenSSL Command Prompt

lWin64 OpensSSL Command Prompt
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Using the cd command enter a directory of your choosing, once generated the keys
will be saved there.

In the following example the keys will be saved to
c:\Users\amirs\Desktop\SSH-Keys

EH Win64 OpenssL Command Prompt - [m] X

llin64 OpenSSL Command Prompt

Use the following command in order to generate the keys:
openssl genrsa -aes256 -out private.pem 4096

The command will prompt you to enter a password for the key,
For increased security it is recommended to select a password the has both numbers
and characters with a minimum length of 8.

BN Win64 OpenSSL Command Prompt - openssl genrsa -aes256 -out private.pem 4096 - m} X

Wine4 OpenSSL Command Prompt

Enter your password in order to generate the private key.
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In order to extract the public key from the private key please use the following
command:
openssl rsa -in private.pem -pubout > public.pem

X Winb4 OpenSSL Command Prompt - m} X

WinG4 OpenSSL Command Prompt

sl rsa -in private.pem -pubout > public.pem

mirs

nter yor password in order to generate the public key.

Although the private key is guarded with a password, still it is recommended to keep
the file in a safe location.
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2.2. Copy the Public Key to the TRIP SD Card

Insert the SD Card to a PC using an SD Card reader.

Please make sure that you are using an SDXC card.

Please make sure that the SD Card is formatted to exfat.

Copy the public.pem file that was generated in the previous step to the root directory
of the SD Card.

Clipboard

A |« Desktop > SSH-Keys v o Search SSH-Key

BN S Vikw privatepem 2022 9:49 AM PEM File 4KB
public.pem 2022 9:51 AM PEM File ke |
+ BB
i op)
Pin to Quick py  Pasts
<<<<<< [ Paste
pboard
€ “ 4 > USBDrive D)

s Quick access

@ OneDiive - Personal
[ This PC
e USB Drive (D)

o Network
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2.3. Enable Protect Recording & Snapshots Data in TRIP

Website

Access the video setting tab of TRIP website and enable encryption by checking the
Protect Recording & Snapshots Data checkbox:

General

Networl Settings

Video Settings

Channel-0 Settings

Channel-1 Settings

Communication Settings

Mavlink Settings

System Mode Settings

Single Yaw Settings

PID Settings

Tracker Settings

Camera Settings

05D Settings

RC Settings

ALPR Settings

LTE Settings

Object Detection Settings

AR Marker Settings

RTSP Settings:

Enable RTSP Server
Enable Video Redirection
Enable TCP Mode

Roll Derotation Settings:
Enable Roll Derotation

Roll Derotation Funnel Angle [Deg]

Roll Derotation lIR Coefficient

Roll Derotation Inside Funnel Angle Mode
Roll Derotation Instant Flip Angle [Deg]

HDMI Settings:

HDMI Output Mode
HDMI Output Channel

Picture In Picture Settings:

Picture In Picture Mode

Side By Side Settings:

Side By Side Mode

60.0

o
|

Updats

Update

F
[

W

20p_B0HZ w
Channel 0«

IR Large w

R Left ~

= - 1] [
(1]
=

VMD Settings

RVT Settings

Data Protection Settings:
Protect Recording & Snapshots Data

t

Bandwidth Settings

Debug Settings

Docker Settings

AlIX Settings

Systemn Settings

System Status

Update

Reboot

Press on the update button
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When encryption is enabled and public.pem file is placed in the SD Card the system
status tab will show a notification that encryption was enabled successfully:

v/ TRIPS Air Platform

x  +

& C v 192.168.0.203

General

Network Settings

Video Settings

Channel-0 Settings

Channel-1 Settings

Communication Settings

Mavlink Settings

System Mode Settings

Single Yaw Settings

CPU Serial Number

PID Settings

System Status:
Video Standard

Mavlink Input

Camera Version

Camera Image Flip
Camera Type

Camera Unique ID

SD Card Status

Al License Status

720p

Not Detected

1.334

Enabled

Colibri HD

01F1420831A70411

Detected, [59478 MiB/ 59473 MiB]
Permanent License Found
1562321014335

Record & Snapshot Encryption

Enabled Successfully

Tracker Settings

| REFRESH |

Camera Settings

OSD Settings

RC Settings

ALPR Settings

ITE Sottinos

Reboot

This indicates that the TRIP will encrypt the recording and snapshots
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2.4. Obtaining the Decryption Key

At this point the TRIP should have made some recordings and snapshots that were
encrypted, in order to access them the decryption key is needed.

In order to obtain the decryption key insert the SD Card to the PC using an SD Card
reader or use WinSCP to download the entire content of the SD Card to the PC.

In this example 2 folder were created: Input and Output in the same directory that
we generated the keys c:\Users\amirs\Desktop\SSH-Keys

Please create an Input directory and Output Directory in the location that you have
generated the keys.

WinSCP was used to download the recording and snapshots that were taken by the

[ recordings - admin@192.168.0.203 - WinSCP - [m} X
Local Mark Files Commands Session Options Remote Help
B & 53 synchronize | Bl P | @ [ Quewe - Transfer Settings Default LI -
& admin@192.168.0203 X [ Mew Session
[ Desktop cE-E = m & 5 recording ~ [ ~ [{] - ) & [E Find Files | T
£ Mew - Ef Download - | [ Edit - 3 = [ Properties 5 MNew -
C:\Users\amirs\DesktophSSH-Keys\ frecordings/
Mame V Size Type Changed Name - Size Changed Rights Qwner
= Parent directory 9/11/2022 10:01:09 AM . 5/23/2022 4:38:35 PM TWXT-X-X root
Qutput File folder 9/11/2022 10:28:12 AM channel 0 1/28/2018 6:16:19 PM WK TW root
Input File folder 9/11/2022 10:28:05 AM channel_1 1/28/2018 5:58:21 PM U NA PWX reot
| | public.pem 1KB  PEM File 9/11/2022 9:51:50 AM [ aeskey.enc! TKB  1/28/2018 €:03:11 PM rwxrwxrwx  reot
| ] private.pem 4KB PEMFile 91172022 9:48:52 AM || public.pem 1KB  9/11/2022 5:51:52 PM W DA TW root
0B of 403KB in 0 of 4 0Bof1.29KBin0of 4
A  sFp3 01323
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Folders channel_0 and channel_1 were copied to the Input Folder:

B Input - admin@192.168.0.203 - WinSCP - [m} X
Local Mark Files Commands Session Options Remote Help
B & 53 synchronize | Bl P [F @ 5 Queue ~ Transfer Settings Default - -
[ 2dmin@192.168.0.203 x é" Mew Session
[ Desktop = vl dw D&% recording: ~ [2 - [{] + = - ) & [ FindFiles T
£ New ~ £ New -
CrilUsers\amirs\Desktop\S5H-Keys\Inputy, frecordings/
Name - Size Type Changed MName - Size Changed Rights Qwner
Pk Parent directory 9/11/2022 10:43:49 AM bl 5/23/2022 4:38:35 PM rorxrx root
channel_1 File folder 9/11/2022% channel_0 1/28/2018 6:16:19 PM WMWK WX root
channel_0 File folder 9/11/2022 10:437 channel_1 1/28/2018 3:58:21 PM UMK WX root
fuf aeskey.enc TKB  1/28/2018 &:03:11PM rwxrwxrwx  root
D public.pem 1KB  9/11/2022 %:51:52 PM rwxnaxrwx  root
OBofOBin0of2 0Bof1.25KBin0of 4
5 sFP-3 016:50
& S5H-Keys - admin@152.168.0.203 - WinSCP - [m] X
Local Mark Files Commands Session QOptions Remote Help
M 5B E3 synchronize Bl ¢ [ {8 7 Queue - Transfer Settings Default - g
I 2dmin@192.168.0.203 X G New Session
[ Desktop CE-E- e 02 % recording: ~ [ ~ [[] + 4=~ M & [D FindFiles T
5 Upload - ¢ = [ Properties | £ New - B Mew -
C\Usersh\amirs\DesktophS5H-Keys\, frecordings/
Name Size  Type Changed Neme Size Changed Rights Owner
el - Parent directory 8/11/2022 10:44:22 AM ’h - 5/23/2022 4:38:35 PM TWKT-XT-X root
File folder 9/11/2022 10:28:12 AM channel_0 1/28/2018 6:16:19 PM WMWK WX root
input File folder 9/11/2022 10:43:49 AM channel 1 1/28/2018 5:58:21 PM rwrsW root
D public.pem TKB PEMFile 9/11/2022 %51:50 AM I aeskey.enc 1KB 1’23/2018 6:03:11 PM rwEPvkIWE  root
[ private.pem W [T public.pem TKE  9/11/2022 5:51:52 PM rosrwsnan root
Tethark capture...  1/28/2018 &03:11 PM
0B of459KBinDof 5 0Bof1.29KBinDof 4
& sFP3 0:17:48
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Now go back to the Win640penSSL command window, if the command dir is
entered than the aeskey.enc file should be visible:

B Winb4 OpenSSL Command Prompt - O %

PUID_OB|
-D
-DPOLY1

The aeskey.enc file hold the decryption key, please use the following command to
decrypt the file:

openssl rsautl -decrypt -inkey private.pem -in aeskey.enc > aeskey.bin
You will be prompted to enter your password.

BH Win64 OpensSL Command Prompt - [m] X

-DPOLY1

pt -inkey pr te.pem -in aeskey.enc >
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Now if the command dir is entered again a new file called aeskey.bin file should be
visible, this is the decryption key that will be used by the TRIP decryption tool in
order to decrypt the recording & snapshots:

EX Wint4 OpenS5L Command Prempt - m] X

ipt -inkey private.pem -in aes

The Win640penSSL command prompt window can now be closed, there is no more
use for it.
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2.5. Decrypting the Recording and Snapshots

Download and install the TRIP Decryption Tool, you will be able to find it in
Nextvision Google Drive under:

Applications/TRIP Decryption Tool/TRIP Decryption Tool Installer Ver
X.X.X.MSi

Once installed open the program, the following window will appear:

gl TRIP Decryption Tool Ver 1.0.2 — |

Input Folder: | Browse ||

Output Folder: Browse ||

Decryption Key Browse |

File Selection
Select / Deselect All |

File Mame File Path

| Start Decyption |
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Press on the browse buttons and select the Input folder and Output folder that you
have created and copied the recording and snapshots to in the previous step.

Also press on the browse button on the Decryption key and select the aeskey.bin file
that was obtained in the previous step:

=) TRIP Decryption Tool Ver 1.0.2 — O *
Input Folder: Browse | [C:\Users\amirs'\Deskiop'5SH-Keys\Input |
Output Folder: Browse |C:'-.Users'-amirs'-.Desktu:up'-.SSH-Keys'-.Output |
Decryption Key I Browse I |C:'-_Users'-amirs'-.Desktop'-.SSH-Keys'-aeskey.bin |
File Selection

Select / Deselect Al
File Name File Path ™
n segment_{1is C:\Usershamirs \Desktop S SH-Keys\nput 'channel_0"NvRec_1'segme
[ | segment_0is C:\Usershamirs \DesktopS SH-Keys\nput 'channel_0"NvRec_2\segme
[ | 2018-01-28_11-16-49.583 jpg | C:"Usersamirs" Desktop 5 5H-Keys Input channel_0'snapshots 2018
[ | 2018-01-28_11-16-53.763 jpg | C:"Users amirs" Desktop 5 5H-Keys Input channel_0'snapshots 2018 v
< >
Start Decryption

Select which recordings and snapshots to decrypt or press on the select all button to
decrypt all the recordings and snapshots

! TRIP Decryption Tool Ver 1.0.2 — O *
Input Folder: Browse |C:'-_Users'-amirs'-.Desktop WS5H-Keys nput |
Output Folder: Browse |C “Users'amirs'\DesktopSSH-Keys \Dutput |
Decryption Key Browse |C “\Usersamirs'Desktop ' S5H-Keys aeskey bin |
File Selection

Select / Deselect Al
le Mame File Path -~
sflament_01s C:\UsershamirsDesktopSSH-Keys\Input\channel_I"NvRec_1'seqme
sflgment_0ts C:\Users amirs*Desktop\SSH-Keys\Input \channel_0hNvRec_2seqme
18-01-28_11-16-49.583 jpg | C:\Users‘\amirs*Desktop'55H-Keys\Input 'channel_Jsnapshots 2018
18-01-28_11-16-53.763 jpag | C:\Usersamirs*Desktop'S5H-Keys\Input'channel_0'snapshots 2018 v
<] >
Start Decryption

- Page 17 of 19 -
- NextVision Proprietary and Confidential Information -


http://www.nextvision-sys.com/

Nex’r\ﬁsion

STABILIZED SYSTEMS LTD
WWW.Nextvision-sys.com

Press on the Start Decryption button and wait until the decryption is done,
Once the decryption is finished a small result window will open:

ol
Input Folder: | Browse | [C:\Users\amirs' Desktop\SSH-Keys'Input |
Qutput Folder: Browse |C:"-.USEFS"-al'nirs"-.DESktl:lD"-.SSH-KEFS"-.OLHDLE |
Decryption Key Browse |C:'-.Llsers'-amirs'-.DesktDp'-.SSH-Keys'-aeskey.l:nin |
File Selection Decryption Finished! x
Select / Deselect Al
Decryption Finished! ~
File Name A 5 files decrypted successfully! 3

segment_01s hchannel_04NvRec_1%\seqme
segment_01s hchannel_04NvRec_2seqme
2018-01-28_11-16-45 hchannel_(hsnapshaots 2018
2018-01-28_11-16-53 763 jpg |C:\Users\amirs\Desktop\SSH-Ke'ys\Inpm\channel_ﬂ"—-snapshuts'-2|}'| &
<] >

The output folder will now have the exact directory structure as the input folder and
within all the decrypted recording and snapshots.

For improved security it is recommend to delete the aeskey.bin file from the
filesystem and clear it from the PC recycle bin

The public.pem file can remain in the SD Card in order to enable encryption
using the website.
The private.pem file should be kept in a safe location.
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